
CISCO VPN FIREWALLS SUPPORT SERVICES (L2) 
Open position (Required: Two Employees) 

 

Qualifications Required: 

- Practical experience in the network and Internet fields, which are related to the hardware below includes 

“Installation, Configuration, Administration and troubleshooting ...etc."- 

- VPN gateways ASA CISCO 5520 / 5540 / ISE / Firepower  

- Cisco ISE & Firepower    

- Cisco ISR Internet Gateways 

- Cisco L2 and L3 switches  

- Protocols: Routing Protocols: OSPF, EIGRP, and BGP.  

- Excellent written & verbal English communication skills.  

- Must have Cisco Certifications with Minimum of 5 years' Experience “CCNA - CCNP  

- Must have an Engineering/Computer science Degree 

Technical Skills: 

- Set up and administered the site-to-site and remote VPN solution  

- ASA Cisco Firewall Failover Active / Standby installation and configuration.  

- Hands on experience in Network Monitoring Tool 

- Experience in configuring and troubleshooting; VLAN - HSRP/VRRP - Stack operations   for switches - NAT/PAT and 

common TCP/UDP ports - Access List (ACL’s) Interfaces/sub-interfaces - Static/dynamic routing & Layer-3 

networking 

- Additionally, must have skills in Implementing, Configuring, and  

- Troubleshooting Microsoft Windows Servers DNS, DHCP, Web servers, FTP Servers, managing LAN network and 

troubleshooting common problems.    

Roles & & responsibilities: 

- Manage, test, and evaluate all the network facilities’ components condition and performance that related to VPN 

service   

- Perform network security utilizing Multiprotocol Label Switching (MPLS), access control list (ACL), IPsec and Layer 

2 Virtual Private Network (L2 VPNs). 

- Troubleshoot with other engineers of the network team to identify and fix the most complex of issues.  

- train and guide team members who report to them. 

- Manage all ISE & Firepower models of Cisco  

- Provide Support to the user support that manages incidents and VPN users  

- Monitor Internet links and VPN appliances  

- Generate daily, weekly, and monthly reports. 

Experience: 

- 5+ years of practical experience in VPN and Firewall Security Products (for e.g. CISCO). 

 

 

 

 

 

 

 

 

  


